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GUIDE TO ILLEGAL DOWNLOADING & FILE-SHARING CLAIMS IN GERMANY 

Background 

 1.  Unlawful downloading and file-sharing is a serious matter in Germany.  It is treated by 
German law as a criminal offence.  It includes downloading, streaming or sharing copyright 
material.  A situation BFG personnel typically face is a letter from a firm of German lawyers 
(acting for the owners of the copyright material) seeking financial compensation through the 
civil courts rather than pursuing criminal proceedings.  BFG personnel are not selectively 
targeted, German citizens receive such letters too.  

German Law 

 2.  The start point in German law is that if you are the registered owner of an IP address 
and illegal downloading or file-sharing can be shown to have taken place via your IP address 
then you will be deemed responsible.  The downloading or file-sharing is evidenced by print 
outs of the data which has passed through a particular IP address at a particular time and 
date.  You are liable if you have failed to security-protect your wireless connection and another 
person has used your IP address without your knowledge or consent.  

What if I am accused of illegal downloading/file sharing?  

3.  Firstly do not panic.  Even where the case is not disputed, the financial settlement 
figure demanded by the German lawyers can often be significantly reduced through 
negotiation.  The letters are mass-produced, they run to many pages, include copies of 
German court cases, and make demands for a large sum of money. These are all factors 
intended to pressurise you into paying. 

a. You should contact and instruct a German civilian solicitor (at your own 
expense).  Do not delay.  Often there are tight deadlines for action to be taken.  Make 
sure you include a covering letter to your instructed German lawyer with your contact 
details and any other information you think might be relevant, including a copy of the 
letter(s) you have received from the claimant.  Do not ignore the letter and hope it will 
‘all go away’. 

b. Do not reply to the solicitors until you have taken advice from a German civilian 
lawyer.  Lawyers acting on behalf of the claimant are entitled to demand a promise not 
to repeat the download.  This is called an Undertaking to Cease and Desist.  Their 
letter will usually include an Undertaking which they will ask you to sign and return 
within a very tight time-limit.  It can happen that in cases where no Undertaking is 
returned the lawyers may take court action to compel production of an Undertaking, a 
process likely to incur additional costs against you.  You should seek advice from a 
German civilian solicitor before you sign any Undertaking. 

4.  Do not think that if you leave Germany debts or liabilities cannot follow you, they may.  
There are mechanisms for a German company you owe money to (or a debt collection agency 
acting on their behalf) to obtain a judgement against you in a German court, have that 
judgement transferred to a British court and have it enforced against your pay at source.  If 
this happens you will have to pay both the principle sum plus all the legal costs the creditor 
has incurred taking the action against you.  It also risks damaging your credit rating. It is 
important you get your contracts and any debts settled before your move.  Do not ignore it!  
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What can I do to stop this happening in the first place? 

 5.  The key message is do not illegally download or file share.  Proper password protected 
security on your internet connection is essential.  Protect your internet connection with a 
secure code. As the registered IP address owner you must also make sure that any person 
you let use your internet connection understands that they must not download or file-share 
e.g. your children or visitors.  

6.  You should also be cautious about the software on your own systems or on the 
systems of those you let use your internet connection.  For instance, you may have 
downloaded some music or a film lawfully but some forms of file-sharing software hunt through 
your hard drive and make anything they find available for sharing.  Whilst this might be a ‘risk 
worth taking’ in other countries it is not the case in Germany.  Therefore you should check 
with visitors who are using their own laptops but accessing the internet through your 
connection.  

Conclusion  

7.  If you receive an illegal downloading of file-sharing letter you must get in touch with 
a German civilian solicitor straight away (at your own expense).  For assistance finding an 
English Speaking lawyer you may consult either the FCO’s list of lawyers abroad 
https://www.gov.uk/government/publications/germany-list-of-lawyers or HQ BFG also 
maintains a  list of English Speaking German lawyers. It can be found here: (INSERT LINK 
TO HQ BFG LIST OF ENGLSIH SPEAKING LAWYERS). 

https://www.gov.uk/government/publications/germany-list-of-lawyers

